GYBERSEGURITY
BEST PRACTICES

FOR INDIVIDUALS (GENERAL PUBLIC)

Simple steps. Stronger protection.
Safer digital life.
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USE STRONG
AUTHENTICATION

Employ strong, unique passwords
for all online accounts and enable
miulti-factor authentication (MEA}
wherever possible,

MAINTAIN UPDATED
SYSTEMS

Regularly update operating
systems, applications, and
security software to protect
against known vulnerabilities.

EXERCISE CAUTION
WITH COMMUNICATIONS
Verify the authenticity of emails,
messages, and phone calls before
sharing personal information or
performing transactions

PROTECT SENSITIVE
INFORMATION

Mever disclose passwords, PIMNs,
OTPs, or banking credentials to
unauthanzed individuals.

USE SECURE
NETWORKS

Avaid conducting financial or
sensitive activities over unsecured
puislec Wi-Fi networks.
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PERFORM REGULAR
BACKUPS

Maintain secure backups of
important documents, photos,
and parsonal data

INSTALL REPUTABLE
SECURITY SOFTWARE

Use trusted antivirus and
anti-malware solutions and
keep them updated

MONITOR FINANCIAL
ACCOUNTS

Reaview banking and payment
transactions requiarly for
unauthorized activity

BE ALERT TO
ONLINE SCAMS
Verify websites, customer support

contacts; and PEyTHENL MEgQuUests
betora procesding

PRACTICE RESPONSIBLE
DIGITAL BEHAVIOR

Limit shanng of personal
information on social media
and online platforms.

BE AWARE. BE SECURE. STAY PROTECTED.

Your vigilance today builds a safer digital tomormow




